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 “In the development and implementation of legislation and policies to implement the present Convention, and in other decision-making processes concerning issues relating to persons with disabilities, States Parties shall closely consult with and actively involve persons with disabilities, including children with disabilities, through their representative organizations.”

Article 4 § 3 of the United Nations Convention on the Rights of Persons with Disabilities
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1. Introduction

The European Disability Forum (EDF) is the European umbrella organisation representing the interests of 80 million persons with disabilities in Europe. The mission of EDF is to ensure disabled people full access to fundamental and human rights through their active involvement in policy development and implementation in Europe. EDF is a member of the Social Platform and works closely to the institutions of the European Union (EU), the Council of Europe and the United Nations.
In May 2010, the European Commission released the Digital Agenda for Europe (COM(2010)245), one of the flagship of the Europe 2020 Strategy (COM(2010)2020). As part of the Digital Agenda for Europe (DAE), there are some measures concerning access to the Information Society and information and communications technologies (ICTs) for persons with disabilities. One of them consists in “systematically evaluating accessibility in revisions of legislation undertaken under the Digital Agenda, e.g. eCommerce, eIdentity & eSignature, following the UN Convention on the Rights of Persons with Disabilities”.

In that respect, EDF would like to provide its inputs to the public consultation on Electronic Identification, Authentification and Signatures in the European Digital Single Market in order to remind the European Commission’s commitments taken under the DAE and to provide its position with regards to e-signature and e-identification. Therefore, EDF does not answer to all questions but only to those that concerns e-accessibility of e-signature and authentification for users with disabilities.

2. EDF Answer to European Commisison Public consultation on the Electronic Identification, Authentification and Signatures in the European Digital Single Market
2.1. Respondent information

Are you replying:* (compulsory)
	MACROBUTTON HTMLDirect 
 As an individual citizen
	X On behalf of an organisation
	


Please provide  the name of your Organisation

	European Disability Forum (EDF)


Please provide if applicable, your interest Representative Register ID number 

	EDF register ID number is 57 86 85 23 887-16.


Please indicate which type of stakeholder you are* (compulsory)
	Public authority/ government
	Large private company
	Small or medium-size enterprise

	Industry association
	X NGO
	Other: please specify


Please provide your Name and Surname

	Nadège Riche


Please provide your email address

	nadege.riche@edf-feph.org


Your country of residence

	Belgium


2.2. General expectations regarding EU legislation on e-signatures, e-identification and e-authentication

To create a secure digital single market, (i) easy and seamless access to public or private e-services is fundamental, and (ii) secure and trustable electronic transactions need to be facilitated. Legal certainty, ease of use, trust and security are substantial elements to boost the digital economy.

Electronic barriers created by heterogeneous implementations in the Member States make the cross-border use of e-signatures, e-identification and e-authentication difficult. Interoperability as well as mutual recognition and acceptance, with due respect to privacy, must be ensured across Europe in order to ease citizens' and businesses' seamless access to web-services and online interaction.

Question 1: Do you / Does your organisation use e-signatures, e-identification and e-authentication? (optional)
	MACROBUTTON HTMLDirect 
  yes
	MACROBUTTON HTMLDirect 
  no
	 

	Question 2: For what online transactions do you consider electronic identification, authentication and signatures useful in coming years? (optional)
MACROBUTTON HTMLDirect 
 eGovernment services

	MACROBUTTON HTMLDirect 
 Electronic Public Procurement

	MACROBUTTON HTMLDirect 
 eCommerce transactions

	MACROBUTTON HTMLDirect 
 eBusiness transactions

	MACROBUTTON HTMLDirect 
 Online banking and financial transactions

	MACROBUTTON HTMLDirect 
 Issuance of authentic electronic documents

	MACROBUTTON HTMLDirect 
 Secure archiving or storage of authentic electronic documents

	MACROBUTTON HTMLDirect 
 Others


Question 3: What socio-economic benefits or drawbacks do you expect from the use of electronic signatures, identification, and authentication in other sectors of activity than yours? (optional)
Question 4: Would a stronger involvement of financial institutions in the provision of trusted e-signature and e-identification services have an impact on the take-up of e-signature and e-identification in other sectors? (optional)
	MACROBUTTON HTMLDirect 
 yes
	MACROBUTTON HTMLDirect 
  no
	 


Question 5: Do you think that there are specific interoperability or security aspects that should be taken into account to foster the use of electronic signatures, identification and authentication through mobile devices (e.g. requirements on the SIM cards, on the handset, on the mobile operator)? (optional)
	MACROBUTTON HTMLDirect 
  X yes
	MACROBUTTON HTMLDirect 
 no


If yes, regarding: (optional)
	legal aspects (including liability)

	business

	operational

	technical

	X  standardisation

	X other


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	In light of Article 9 of the UN Convention on the Rights of Persons with Disabilities (UNCRPD), concluded by the EU on 23 December 2010 and ratified by 17 EU Member States at that stage, e-accessibility of e-signature and e-identification for persons with disabilities should be taken into account while creating, developing and fostering the use of electronic signatures, identification and authentification, including through mobile devices. A universal design approach should be taken from the early stage on.


Question 6: For which of the following trust building services and credentials should legal or regulatory measures be considered at EU-level in order to ensure their cross-border use and why? (optional)
	MACROBUTTON HTMLDirect 
  Electronic seals

	MACROBUTTON HTMLDirect 
  Time stamping

	MACROBUTTON HTMLDirect 
  Long term archiving

	MACROBUTTON HTMLDirect 
  Authorisations / mandates

	MACROBUTTON HTMLDirect 
 Certified delivery of mail

	MACROBUTTON HTMLDirect 
  Official delivery address

	MACROBUTTON HTMLDirect 
  Electronic transferable records

	MACROBUTTON HTMLDirect 
 Pseudonyms

	MACROBUTTON HTMLDirect 
  Anonymous agents

	MACROBUTTON HTMLDirect 
 Certified electronic documents in general

	MACROBUTTON HTMLDirect 
  Others (please list)

	MACROBUTTON HTMLDirect 
  None


2.3. e-Signatures tailored to face the challenges of the digital single market

Since 1999, a complex infrastructure has been developed by the private and public sectors in the EU for the use of e-signatures. Almost all Member States have set-up an authority to supervise providers issuing qualified certificates to the public. Today, there are more than 100 providers which have issued already around five million qualified certificates in the EU (albeit the issuing rate differs in the Member States ranging from more than 3.5 millions qualified certificates issued in Italy down to zero in Denmark). As an example, a Swedish provider of hosted electronic signature services for e-invoices has reported a transaction volume growth of almost 400% between 2009 and 2010. Some Member States offer e-signature validation services that report high volumes of validation (e.g. one million validations per month in Spain). These investments and the resulting experience should be taken into account for future take-up. Indeed, as most Member States have enhanced their national eID cards with a "qualified" e-signature, a wide electronic signature and identification infrastructure is expected to be available for any public or private interested operators which could also stimulate innovative services.

Question 7: How do you judge the take-up of electronic signatures in Europe? (optional)
	MACROBUTTON HTMLDirect 
  Marginal
	MACROBUTTON HTMLDirect 
  Moderate

	MACROBUTTON HTMLDirect 
  High
	MACROBUTTON HTMLDirect 
 Very high


Question 8: Which of the following issues have a negative impact on the uptake of e-signature? You may select up to three answers that have according to you the most important impact. (optional)
	MACROBUTTON HTMLDirect 
  Costs of providing e-signatures

	MACROBUTTON HTMLDirect 
 Costs of using e-signatures

	MACROBUTTON HTMLDirect 
  Limited EU cross-border interoperability

	MACROBUTTON HTMLDirect 
  X Lack of user-friendly signature solutions

	MACROBUTTON HTMLDirect 
  Limited number of services relying on e-signatures

	MACROBUTTON HTMLDirect 
  Lack of ancillary services such as registered documents delivery

	MACROBUTTON HTMLDirect 
  Insufficient legal certainty of electronic signatures implementations

	MACROBUTTON HTMLDirect 
  Transactions can sufficiently be secured with other means

	MACROBUTTON HTMLDirect 
  X Others


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	As the actual infrastructure developed by the private and public sectors in the EU for the use of e-signatures since 1999 is not fully accessible to persons with disabilities, EDF considers that it has a negative impact on the uptake of e-signature. The inaccessibility of the use of e-signatures should be tackled to ensure that persons with disabilities fully benefit from these services as their non-disabled peers. This is all the more important for the use of e-signature in the public sector, as persons with disabilities should be able to access and use public services as any other citizens living in the EU.

	Question 9: Which of the following specific issues have an impact on cross-border interoperability of e-signatures in Europe and should be addressed in a revised legal framework on e-signature (the references point to the articles and annexes of the eSignatures Directive)? (optional)
MACROBUTTON HTMLDirect 
  Unclear terminology in Directive 1999/93/EC and heterogeneous terminology in national legislations

	MACROBUTTON HTMLDirect 
  Divergent interpretations of what is meant by the "sole control" of the signatory (art. 2.2)

	MACROBUTTON HTMLDirect 
  No common approach to the supervision of providers issuing qualified certificates to the public(art. 3.2)

	MACROBUTTON HTMLDirect 
  Ambiguities between supervision and accreditation (art. 3.2 and 2.13)

	MACROBUTTON HTMLDirect 
  Heterogeneous usage by MS of the "public sector derogation" (art 3.7)

	MACROBUTTON HTMLDirect 
  Heterogeneous approach to security requirements (e.g. certification requirements on the signing software in some countries)

	MACROBUTTON HTMLDirect 
  Heterogeneous status and roles of the national security certification bodies (art. 3.4)

	MACROBUTTON HTMLDirect 
  No EU list of signature equipment formally recognised as "secure signature creation devices" (Directive Annex III)

	MACROBUTTON HTMLDirect 
  No common EU list of admissible e-signature cryptographic algorithms

	MACROBUTTON HTMLDirect 
  Insufficient harmonisation of profiles of qualified certificates

	MACROBUTTON HTMLDirect 
  Heterogeneous financial liability for qualified certificate issuance.

	MACROBUTTON HTMLDirect 
  Undefined legal status of signature validation and liabilities of validation service providers

	MACROBUTTON HTMLDirect 
 Missing legal provisions on signature verification and validation (Directive Annex IV)

	MACROBUTTON HTMLDirect 
  Other

	MACROBUTTON HTMLDirect 
 I don't know/ No opinion


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	EDF considers that legal provisions on the accessibility of e-signatures for persons with disabilities are missing in the current legislation. Thus, EDF calls for adding measures on accessibility of e-signature for disabled people in the actual revision of the eSignatures Directive. In that respect, the European Commission should enforce its commitment taken under the Digital Agenda for Europe. In its Communication under the key action number 11, it is stated that the European Commission would "systematically evaluate accessibility in revisions of legislation undertaken under the Digital Agenda, e.g.eSignature, following the UN CRPD". It would also be in line with Article 9 of the UN CRPD, concluded by the EU on 23 December 2010. Finally, the European Commission should actively consult and involve persons with disabilities, and their representatives organisations, in this decision concerning them, in light of UN CRPD Article 4.3.


Question 10: Which among the following options could be solutions for signature verification and validation at EU level? (optional)
	MACROBUTTON HTMLDirect 
  Governmental validation service per Member State

	MACROBUTTON HTMLDirect 
  Private validation services

	MACROBUTTON HTMLDirect 
  European central validation service

	MACROBUTTON HTMLDirect 
  Other


Question 11: Do you have specific expectations from e-signature standardization to cover? (optional)
	MACROBUTTON HTMLDirect 
  Mass signature (server signing)

	MACROBUTTON HTMLDirect 
  Mobile signature creation devices

	MACROBUTTON HTMLDirect 
  Remote signature

	MACROBUTTON HTMLDirect 
  X Others: accessibility for persons with disabilities should be taken into account while creating standards on e-signature

	MACROBUTTON HTMLDirect 
  No expectations

	MACROBUTTON HTMLDirect 
  N/A


Question 12: Do you use "qualified" e-signatures? (optional)
	MACROBUTTON HTMLDirect 
 yes
	MACROBUTTON HTMLDirect 
  no


Question 13: What is your view on the need to revise the security provisions of "qualified" e-signatures? (optional)
	MACROBUTTON HTMLDirect 
  Security requirements should be relaxed

	MACROBUTTON HTMLDirect 
  The current provisions should stay as they are

	MACROBUTTON HTMLDirect 
  Security requirements should be strengthened to be ready to face future security threats

	Question 14: Would a classification of a range of e-signatures be desirable to match different levels of security? (optional)
MACROBUTTON HTMLDirect 
  No, a classification would bring no added value

	MACROBUTTON HTMLDirect 
  No, because the negative impacts of a classification on complexity, implementation costs and ease of use would out weight its advantages.

	MACROBUTTON HTMLDirect 
  Yes, a classification would be convenient but only as a technical standard without being defined by law.

	MACROBUTTON HTMLDirect 
  Yes, a classification would be convenient and it should be defined by law.

	MACROBUTTON HTMLDirect 
  Yes, a classification would be convenient, it should be defined by law and a legal effect should be associated to each or some classes.

	MACROBUTTON HTMLDirect 
  I don't know / no opinion


Question 15: Should "electronic consent" be recognised formally by future European legislation? (optional)
	MACROBUTTON HTMLDirect 
  yes
	MACROBUTTON HTMLDirect 
  no
	 


Question 16: Should "electronic consent" be considered as equivalent to electronic signatures? (optional)
	MACROBUTTON HTMLDirect 
  yes
	MACROBUTTON HTMLDirect 
  no
	 


Question 17: Are there specific aspects that should be taken into account to address electronic archiving? (optional)
	MACROBUTTON HTMLDirect 
  yes
	MACROBUTTON HTMLDirect 
  no
	 


2.4. Principles to guide e-identification and e-authentication in europe

As it is the case in the physical world, citizens and organisations[1] use electronic identifiers associated to their person (based for example on an official eID card, eID token, company e-registration, "soft" ID[2]) to enjoy all available e-services. What is missing today is that each person has at least one electronic identity which can be used across borders in each Member States. It can be argued that such an identity could be beneficial for the trust and interoperability of e-services including eGovernment services.

[1] Consumers/citizens, administrations, businesses, and other kinds of organisations.

[2] "Soft "eID": identification elements not forming the "official" identification such as profiles, trails on the internet.

Question 18: Do you see a need for additional legal or regulatory measures on electronic identification at EU-level? (optional)
	MACROBUTTON HTMLDirect 
  X yes
	MACROBUTTON HTMLDirect 
  no
	 


If yes, in your opinion, what are the general principles that should underlie the legal provisions on the mutual recognition and acceptance of e-identification at EU-level? (optional)
	X Non-discrimination

	Transparency

	Liability eID provider

	Affordability

	Accountability

	Federated approach

	Centralised approach

	Cross-sector permeability

	Personal data protection and privacy

	X Others


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	X Accessibility and Design for all. 

EDF would like to recall that, under article 9 of the Treaty on the Functioning of the European Union, the EU institutions must ensure that non-discrimination on the basis of disability is mainstreamed within all EU policies. The concepts of accessibility and design for all should be mainstreamed in the development of legal measures on electronic identification at EU-level, to which persons with disabilities, and their representative organisations, should contribute from the very beginning, in light of the Article 9 and 4.3 of the UN CRPD. For instance, blind and partially sighted persons should be able to use these devices with accessible reading screen and text to speech system. Deaf and hard of hearing persons should access to these thanks to a voice-to-text system. The use of these electronic instruments should be easy-to-use for any person with cognitive disabilities. Finally, the physical use of the devices should be accessible to any person with or without physical disabilities.
 It is of high importance to consider that these accessibility requirements will benefit any consumer as it will facilitate their use of the electronic instruments.


Question 19: What effects for the digital single market do you expect from legal provisions on an EU-wide mutual recognition and acceptance of eID issued in the Member States? (optional)
	MACROBUTTON HTMLDirect 
  Legal certainty

	MACROBUTTON HTMLDirect 
  Increase of economies of scales for eID solutions

	MACROBUTTON HTMLDirect 
  Reduction of administrative burden

	MACROBUTTON HTMLDirect 
 Increase of cross-border digital mobility

	MACROBUTTON HTMLDirect 
  Reduction of fraud

	MACROBUTTON HTMLDirect 
  Long-term sustainability of eID solutions

	MACROBUTTON HTMLDirect 
  X Other


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	Effective barrier-free participation of persons with disabilities in the European digital single market as any other consumer.


Question 20: How could users provided with electronic identification and authentication means benefit from their mutual recognition and acceptance across Europe and in which sectors? (optional)
	MACROBUTTON HTMLDirect 
  Increase of user convenience

	MACROBUTTON HTMLDirect 
 Simplification of access to online services

	MACROBUTTON HTMLDirect 
 Reduction of numerous UID/passwords

	MACROBUTTON HTMLDirect 
  Reduced exposure to ID theft

	X MACROBUTTON HTMLDirect 
 Others


Please comment why (optional) (between 1 and 10000 characters; count: 0)
	If made accessible, effective barrier-free participation of persons with disabilities in the Euroepan digital single market as any other consumer.


Question 21: What are the specific aspects that should be taken into account to achieve cross-sector interoperability of electronic identities? (optional)
	MACROBUTTON HTMLDirect 
  Common legal basis

	MACROBUTTON HTMLDirect 
  Common specifications for electronic identities

	MACROBUTTON HTMLDirect 
  Identity portability

	MACROBUTTON HTMLDirect 
  Use of multiple identities issued by different providers

	MACROBUTTON HTMLDirect 
  Personal data protection

	MACROBUTTON HTMLDirect 
  Others


Question 22: Please indicate experiences and lessons learned in the private sector that could be transferred to the public sector. (optional) (between 1 and 10000 characters; count: 0)
2.5. Legislative measures for the challenges ahead

In its "Digital Agenda for Europe" communication, the Commission has proposed two key actions directed at the creation of a well functioning digital single market with a view to eliminate the current barriers to the use of e-signatures, e-identification and e-authentication across Europe. The scope of key action 3 of the Digital Agenda focuses on the revision of the eSignatures Directive[1]. Key action 16 targets a Council and Parliament Decision to ensure mutual recognition of e-identification and e-authentication across the EU based on online 'authentication services' to be offered in all Member States. Both key actions are proposed respectively for 2011 and 2012.

[1] Directive 1999/93/EC of the European Parliament and the Council of 13.12.1999 on a Community framework for electronic signatures

Question 23: What European Union legislative measures on e-signatures, e-authentication of natural and legal person claims as well as e-identification would be appropriate in your opinion to best meet the challenges of the digital single market? (optional)
	MACROBUTTON HTMLDirect 
  X Revise the existing legal framework embracing all requirements relating to e-signatures, e-identification and e-authentication and related issues

	MACROBUTTON HTMLDirect 
  Opt for different measures to allow for distinct focus, progress and speed of adoption

	MACROBUTTON HTMLDirect 
  Focus on light and limited measures to facilitate faster decision and implementation

	MACROBUTTON HTMLDirect 
 No EU legislation is needed

	MACROBUTTON HTMLDirect 
  Don't know

	MACROBUTTON HTMLDirect 
  Other


2.6. Research and Innovation

Question 24: On what issues should EU R&D and standardisation focus to have all the necessary technology to improve eID management? (optional) (between 1 and 10000 characters; count: 0)
	EU R&D should develop eID management solutions accessible to users with disabilities. Any R&D undertook in that area should also take into account the accessibility requirements of persons with disabilities, respecting the universal design approach.MACROBUTTON HTMLDirect 
 


Question 25: On which technologies should Research & Development focus to improve the usability of e-signatures and electronic identification for end users and to facilitate the deployment for service providers? (optional) (between 1 and 10000 characters; count: 0)
	MACROBUTTON HTMLDirect 
  


Question 26: What technologies could contribute to overcoming the lack of trust in electronic identification, authentication and signatures in the European Single Market (ex. addressing the so-called "what you see is what you sign" issue)? (optional) (between 1 and 10000 characters; count: 0)
	MACROBUTTON HTMLDirect 
  


2.7. Others

Question 27: Europe is fully part of the global economy. However, the forthcoming legal framework cannot cover non EU countries. Are there nevertheless international issues that should be taken into account? optional) (between 1 and 10000 characters; count: 0)
	MACROBUTTON HTMLDirect 
  


Question 28: Would you wish to share some best practices examples outside Europe? (optional) (between 1 and 10000 characters; count: 0)
	MACROBUTTON HTMLDirect 
  


Question 29: Are there any other issues which you think should be addressed by policy makers? (optional) (between 1 and 10000 characters; count: 0)
	MACROBUTTON HTMLDirect 
  


3. APPENDIX

Contact Person at the EDF Secretariat:

Nadège Riche, EDF Policy Officer

Tel: +32/0 2 282 46 05, Email: nadege.riche@edf-feph.org
More information about EDF is available on www.edf-feph.org.
Should you have any problems in accessing the document, please contact the EDF Secretariat (T: +32/0 2 282 46 00).
Submitted on 15 April 2011 around 16.30 under the IPM reference number:  143818906311610511
Wrongly submitted: 087186009241610511 
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